Audience: All AMRO users
Subject: AMRO: New Single Sign-On (SSO) Coming Soon

Dear Amentum MRO Users,

We are excited to announce the launch of our new Single Sign-On (SSO) application, called
Common Access Single Sign-On (CASSO). This new solution is designed to reduce the
number of usernames and passwords needed for non-Amentum Microsoft O365 users to log
into our systems.

We are rolling out CASSO on Amentum MRO in the coming weeks. An official date will be
announced soon.

Logging in with CASSO
Once CASSO is live, you will notice a change in the appearance of your login screen. However,
the login URL will not change. You will still access Amentum MRO at: https:/mro.amentum.com/

e Amentum Microsoft O365 users (with @amentum.com email addresses) will continue
to log in with their Microsoft O365 accounts. There will be little change to the way you
log in, but you will be required to utilize an MFA phone application to receive a code and
cannot receive the code via text or phone call.

¢ Non-Amentum Microsoft O365 users (those without an @amentum.com email
address) will log in using your newly assigned CASSO username and password.
o You will receive this CASSO login information by email once the system is live
and CASSO is ready for log in.
o You will need to use a MFA phone application to access AMRO moving forward.

We will send you more information when we are ready to announce the “go live” date of our
CASSO solution. You will also receive more detailed instructions as go live nears.

What you can do to prepare

In preparation for the new login, you will need to download an MFA App on your phone if you
do not already have one.

We suggest the Microsoft Authenticator mobile application, but you can choose others as well,
such as Google Authenticator.

What is MFA?

Multi-factor authentication (MFA) is an electronic authentication method in which a user
is granted access to a website or application only after successfully presenting two or
more pieces of evidence to an authentication mechanism. You will be sent a numeric
code to your mobile device through an app; entering the code will grant you access to a
site or application.

Why an MFA application?


https://mro.amentum.com/

Microsoft is moving to only offer MFA through the app, as SMS (text) and voice
authentication are not strong enough forms of MFA.

Other Info
It is important to note if this is for your personal device, it will not register your personal
phone as an Amentum-managed asset. The MFA application you download can be used

with various vendors, such as many banking institutions, and is a standard across many
industries. It is not tied to Amentum-only applications.

We are committed to making your experience with CASSO smooth and secure. We appreciate
your support in adopting this new solution and look forward to hearing your feedback.

Thank you,

AmentumMRO Support Team



